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1	Decision/action requested
[bookmark: _GoBack]This pCR corrects some editorial issues in the latest version of eV2X SI TR 33.836, ver0.3.0.
2	References
[1]	TR 33.836, v0.3.0 (2019-08)
3	Rationale
The latest version of eV2X TR 33.836 has some editorial issues to be corrected. In addition, some text has been added to clause 4 to accommodate the key issues proposed for broadcast communication mode.
4	Detailed proposal

*** START OF CHANGE ***

[bookmark: _Toc18314591]4	Security Aspects of Advanced V2X Services 
Editor’s Note: This clause contains a high-level overview of the advanced V2X features, the security aspects and the potential impacts on the current Rel-16 security mechanisms.
Advanced V2X services of 3GPP, in the context of the present document, include several V2X scenarios such as Vehicles Platooning, Advanced Driving, Extended Sensors, Remote Driving, Vehicle quality of service Support, and other general aspects (e.g. interworking), as specified in TS 22.186 [3], with service requirements. To support them, TS 23.287 [4] provides architectural enhancements to the 5G system for V2X communications over the reference points - NR PC5 RAT, LTE PC5 RAT, NR Uu, and E-UTRA Uu (connected to 5GC). 
V2X communication over NR based PC5 reference point supports broadcast mode, groupcast, mode and unicast mode, while V2X communication on E-UTRA based PC5 reference point (connected to EPS) is connectionless, i.e. broadcast mode at AS layer. In this release, V2X communication over Uu reference point is only unicast. Architectural reference model is specified in clause 4.2 of TS 23.287 [4], where 5G System architecture applies in general and V3 (PC3) is missing because PCF takes places the role of configuration and provisioning for UE, in addition to external V2X application server.
Potential security impact mostly comes from unicast and groupcast mode of communication over NR PC5, since only broadcast mode is supported over PC5 for V2X communication in previous releases. Unicast mode over PC5 involves signalling over control plane in V2X layer and AS layer, and this might need security protection. Group management for groupcast is handled by application layer, and it still might need consideration of security and privacy aspects. However, security for broadcast mode should still be considered based on changes in the new release. Lastly provisioning of UE configuration for V2X communication and interworking with EPS may require security consideration, whether or not existing 5G security can cover it.
*** NEXT CHANGE ***

[bookmark: _Toc513475446][bookmark: _Toc18314592]5	Key Issues
Editor’s Note: This clause contains all the key issues identified during the study.
[bookmark: _Toc536799386][bookmark: _Toc536799438][bookmark: _Toc536799490][bookmark: _Toc18314593][bookmark: _Toc513475447][bookmark: _Hlk1455217]5.1	Key Issue #1: Privacy protection for unicast messages over PC5
[bookmark: _Toc536799387][bookmark: _Toc536799439][bookmark: _Toc536799491][bookmark: _Toc18314594]5.1.1	Key issue details
[bookmark: _Toc536799388][bookmark: _Toc536799440][bookmark: _Toc536799492]KI#9 from TR 23.786 [5] is looking at the support of unicast for sensor sharing over PC5, and more specifically, at how to prevent privacy issues related to long duration unicast session, e.g. source L2 ID tracking. 
The solution#11 [5], adopted as a baseline for normative work, proposes that a UE updates its peer with its new identifier(s) (e.g. L2 ID) in a Link Identifier Update Request message, e.g., upon an upper layer trigger or upon expiry of a timer. The peer acknowledges the change in a Link Identifier Update Response message. Upon reception of this message both UEs can start using the new indentifieridentifier(s).
[bookmark: _Toc18314595]5.1.2	Security threats
An adversary that is capable of connecting and linking L2 identities to a real or a long-term eV2X endpoint identity will be able to track and trace the endpoint in space and time. Such trackability and linkability will be an attack on eV2X endpoint privacy.
Editor’s Note: Definition of eV2X endpoint ID is FFS.
[bookmark: _Toc536799389][bookmark: _Toc536799441][bookmark: _Toc536799493][bookmark: _Toc18314596]5.1.3	Potential security requirements
The 5G System shall provide means for mitigating trackability attacks on L2 identities during eV2X unicast communications.
The 5G System shall provide means for mitigating linkability attacks on L2 identities during eV2X unicast communications.
Editor’s Note: The implications of short and long term linkability are FFS.
[bookmark: _Toc18314597]5.2	Key Issue #2: Security for eV2X unicast messages over PC5.
[bookmark: _Toc18314598]5.2.1	Key issue details
KI#9 from TR 23.786 [5] describes security association establishment for unicast/multicast for sensor sharing over PC5, and the clause 6.3.3 of TS 23.287 [4] specifies the procedures and the messages for unicast control signalling.
The Solution #11 [5], adopted as a baseline for normative work, introduces a new V2X Service oriented L2 link establishment procedure. In this procedure, the initiating UE broadcasts a Direct Communication Request message specifying the V2X Service requesting layer 2 link establishment. All UEs receiving this message and interested in that V2X service reply with a Direct Communication Accept message have to establish a unicast communication and associated security association for that unicast link using their L2 ID as the source L2 ID and the initiating UE L2 ID as the destination L2 ID. 
Another “UE Oriented L2 link establishment” procedure is specified in Solution#11. In this procedure, the initiating UE broadcasts a Direct Communication Request message which includes the upper layer identifier of a peer UE and source L2 ID of the initiating UE. If the peer UE decides to respond to the request, it replies with a unicast Direct Communication Accept message using its L2 ID as the source L2 ID and the initiating UE L2 ID as the destination L2 ID.
It is assumed in Solution #11 Clause 6.11.2.4 TR 23.786 [5] that secure L2 link establishment as defined for ProSe one-to-one communications in TS 33.303 [6] is reused. 
The protocol for one-to-one link establishment defined for ProSe in TS 23.303 [7] is based on the initiating UE sending the Direct Communication Request over unicast message to a peer UE. An adjustementadjustment to the L2 secure link establishment protocol may be needed in order to support the link setup procedure based on an initial broadcast from the initiating UE.
[bookmark: _Toc18314599]5.2.2	Security threats
An adversary that is capable of breaking into signaling exchange between the parties during link establishment as defined in the Solution #11 of TR 23.786 [5] can eavesdrop on signalling or subsequent data traffic, attack integrity of signalling, or usurp the identity of one or more of the participants e.g. initiating UE or one of the peer UEs. The breach of integrity of some information delivered through unicast mode control signalling over PC5 could affect service availability.
[bookmark: _Toc18314600]5.2.3	Potential security requirements
The initiating UE shall establish a different security context for each peer UEs during the V2X unicast link establishment.
NOTE: The potential requirement above is analogous to the corresponding ProSe [6] requirement.
V2X unicast link security establishment between the initiating UE and each peer UE shall be protected from man-in-the-middle attacks. 

The system shall support integrity protection of PC5-S Signalling for V2X unicast.
The system shall support confidentiality protection for the update of link identifiers.
[bookmark: OLE_LINK18]*** NEXT CHANGE ***

[bookmark: _Toc513475451][bookmark: _Toc18314637]6	Solutions
Editor’s Note: This clause contains the proposed solutions addressing the identified key issues.
[bookmark: _Toc513475452]
[bookmark: _Toc18314658]6.6	Solution #6: V2X Group Key Provisioning
[bookmark: _Toc18314659]6.6.1	Introduction
This solution addresses Key Issue #5 by secure provisioning of the group key for multicast via NAS signalling. The normal procedures for UDM – 3rd party AS exposure are reused via NEF for the interaction between UDM and V2X Key Management Server (KMF). 
[bookmark: _Toc18314660]6.6.2	Solution details
The V2X Key Management Server (KMF) may be co-located with the V2X AS and is responsbileresponsible for the group key management. 

[image: ]
Figure 6.6.2-1: Group Key Provisioning via NAS Transport
1. 	The UE may send a UE Policy Provisioning Request to the PCF to retrieve keys for one or more V2X Group IDs within a NAS uplink NAS transport message. The UE includes in the NAS message a V2X Security Container that contains the UEs security capabilities and one or more Group IDs (identified by destination layer-2 ID) that the UE is interested to retrieve updated keys.
2. 	The AMF transparently forwards the message to the PCF within an Npcf_UEPolicyControl_Update service message.
3.	The PCF extracts the information from the V2X Security Container and retrieves the V2X Security Context(s) (V2X Group Key (VGK), VGK ID, encryption algorithm identifier and expiry time) from the V2X Key Management Function. The PCF then provides the retrieved V2X Security Context(s) to the UE by updating the V2X configuration information. The PCF may use the exposure service via NEF.
4.	The PCF sends a UE Configuration Update message for transparent policy delivery (as defined in  clause 4.2.4.3 of 3GPP TS 23.502) to the UE via AMF in a Namf_N1N2Communication message. The UE Configuration Update message includes an additional container that includes the V2X Security Context(s) for the group ID(s) according to the UE's request. 
5.	The AMF forwards the UE Configuration Update message to the UE.
Editor’s Note: It is FFS whether the solution works out of coverage.
Editor’s Note: It is FFS how this fits with the SA2 decision on group management.
[bookmark: _Toc18314661]6.6.3	Evaluation
Editor’s Note: Each solution should motivate how the potential security requirements of the key issues being addressed are fulfilled.
TBD
*** NEXT CHANGE ***

[bookmark: _Toc18314670]6.9	Solution #9: Security for eV2X unicast messages over PC5 using ECCSI and SAKKE
[bookmark: _Toc18314671]6.9.1	Introduction
This solution addresses Key issues #1: Privacy Protection for unicast messages over PC5 and key issue #2: Security for eV2X unicast messages over PC5 Procedures in this solution are is based on Security for one-to-one bearer level security mechanism which is similar to that of ProSe (specified in TS 33.303[6], clause 6.5.7). Solution proposed does not rely on ProSe Architecture.
The solution uses the "Elliptic Curve-based Certificateless Signatures for Identity-based Encryption" (ECCSI) signature scheme, as defined in RFC 6507 [10].  And, Sakai-Kasahara Key Encryption (SAKKE), as defined in RFC 6508 [11] to generate a shared secret that is used as a KD session ID (root key) for establishing a secure connection between the two UEs.
The UEs are provisioned with the required credentials (as defined in RFC 6507 [10] and RFC 6508 [11]) in advance, when the UEs have secure access to their Key Management Server (KMS).  The KMS, common root of trust for the UEs, provisions the UEs with a set of credentials for ECCSI and SAKKE schemes.
Upon successful provisioning for ECCSI, each UE will be configured with the public key of the KMS, and a set of credentials associated with the UE’s identity, which are:  Secret Signing Key (SSK) and Public Validation Token (PVT).  The UE must act as "signer" and "verifier."  As a signer, the UE uses its SSK to sign a message, and when acting as a verifier, the UE uses the public key of the KMS and the signer’s PVT to verify the signature.
Upon successful provisioning for SAKKE, each UE will be configured with the public key of the KMS, and a Receiver Secret Key (RSK) which is associated with the UE’s identity.  The sender UE uses the receiver’s UE identity (receiving entity for SAKKE payload) and the public key of the KMS to create an encrypted SAKKE payload. The receiving UE uses its identity, its Receiver Secret Key and the public key of the KMS to decrypt SAKKE payload. 

[bookmark: _Toc18314672]6.9.2	Solution details
[bookmark: _Toc18314673]6.9.2.1	Initial Security Link Establishment
The solution shown in Figure 6.9.2.1-1 and 6.9.2.1-2 details a procedure for Security for eV2X unicast messages over PC5.


Figure 6.9.2.1-1 Procedure for Security for eV2X unicast messages over PC5 (V2X Service Oriented)


Figure 6.9.2.1-2 Procedure for Security for eV2X unicast messages over PC5 (UE Oriented)
Editor’s Note: Identities used for security setup needs to be clarified.
Editor’s Note: It is FFS how V2X privacy requirements are addressed.
Editor’s Note: Need to revise figures to match text to address replay protection.
1.	UE-1 wishing to engage in one-to-one V2X Direct Communication with UE-2 sends a Direct Communication Request message including the following parameters in addition to parameters described in 23.787 287 [4] clause 6.3.3:
-	UE-1 Info = upper-layer information identifying the user of UE-1. This information is used to derive the Signer’s identifier (used by ECCSI) as shown in 6.9.2.1-1, OR
-	V2X Service Info:  V2X Service requesting L2 link establishment, e.g., PSID or ITS-AIDs of the V2X application. (Application Layer ID) as shown in 6.9.2.21-2.
-	SIGN – an ECCSI signature (as defined in RFC 6507 [10) of the Direct Communication Request message. The signature is computed over the of UE-1 Info parameters or the application based id and the Nonce 1.
2.	Upon reception of the Direct Communication Request message, UE-2 verifies the signature payload SIGN. If the verification test is successful, UE-2 presents the authenticated identity (“UE-1 Info”) to the of UE-2. UE-2 sends a Direct Communication Accept message including the following parameters:
-	 UE-2 Info = upper-layer information identifying the user of UE-2.  This information is used to derive the Signer’s identifier (used by ECCSI) as shown in 6.9.2.1-1 OR
-	Announced V2X Service Info:  V2X Service requesting L2 link establishment, e.g. PSID or ITS-AIDs of the V2X application. (Application Layer ID of the UE) as shown in 6.9.2.21-2.
-	SIGN – an ECCSI signature (as defined in RFC 6507 [10]) of the Direct Communication Response message. The signature is computed over the User of UE-2 Info, Nonce 1 and the SAKKE parameters.
	SAKKE – UE-2 generates a key Shared Secret Value (SSV), which is used as KD (root key), and encodes SSV value into a SAKKE payload according to the algorithm described in RFC 6508 [11], using the KMS Public Key and the public identity of the of UE-1 o application based id.  
Upon receipt of the Direct Communication Accept message, the UE-1 verifies the signature payload SIGN. If the verification test is successful, it decrypts SAKKE payload to extract the SSV which is used as a KD (root key) from which other keys can be derived. 
3.	Upon successful processing of the Direct Communication Accept message, UE-1 UE completes the unicast link establishment.
Both UEs shall store their own and the other UE’s User Info and V2X Service Information with the KD.
[bookmark: _Toc18314674]6.9.2.2	Procedure for privacy protection of unicast communication


Figure 6.9.2.2-3 Protection of Link Update Procedure 
1. Both UEs have secure PC5 link already established. UE-1 sends a Link Identifier Request to UE-2. This request includes old layer 2 information or UE-1 user information along with other information as described in 23.787 [4] clause 6.3.3, i.e. new user information, new upper layer identifiers, new IP address/prefixes, and new L2 idsIDs, etc.
2. UE-2 responds with a Link Identifier Response including the following parameters:
a. SIGN – an ECCSI signature (as defined in RFC 6507 [10]) of the link update response message. The signature is computed over the User of UE-2 Info or Application ID, Nonce 1 and the SAKKE parameters. In case UE-2 also generates new Layer 2 ID, the signature is computed over the new UE2-layer 2 idID. New UE-2 is also included as payload in the message. 
b. SAKKE – UE-2 generates a key Shared Secret Value (SSV), which is used as KD (root key), and encodes SSV value into a SAKKE payload according to the algorithm described in RFC 6508 [11], using the KMS Public Key and the new identity (received in step 1 above) of the user of UE-1.  
3. Upon receipt of the Link Update response message, the UE-1 verifies the signature payload SIGN. If the verification test is successful, it decrypts SAKKE payload to extract the SSV which is used as a KD (root key) from which other keys can be derived.
Both UEs shall store their own and the other UE’s Info with the KD.
[bookmark: _Toc18314675]6.9.3	Evaluation
Editor’s Note: Each solution should motivate how the potential security requirements of the key issues being addressed are fulfilled.


*** END OF CHANGE ***
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